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Using Encryption Software within Logic

The purpose of this document is to explain the use of the newly developed encryption software within Logic.

Pre-requisites

Logic Encrypt DLL

The “logic_encrypt.dll” should be installed in your user DLL directory for Logic. If you right mouse click the DLL and select the version tab then the following information should be displayed.
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If you do not have this version of the DLL then please contact Michael Levene (mlevene@dial.pipex.com) for the latest version of the DLL.

Uniface settings for DLL

The [USERDLLS] section of the file “usys.ini” should contain the following references:

[userdlls]

path=c:\lgx2000\usys72\bin

demandload=logic_dosdir.dll,logic_filebox.dll,logic_crystal.dll,logic_mapi.dll,logic_whatstr.dll, logic_encrypt.dll, logic_supwhatstr.dll

Operations Supported

The DLL supports 5 operations, that allow text to be encoded and decoded, files to be encoded and decoded and finally an operation that compares a value entered by the user, with an encrypted block of text and an encryption key.

ENCRYPT

Parameters

String

Input text



: INOUT

String

Output text



: INOUT

String

Encryption Key



: INOUT

Numeric

Status




: INOUT

Routine takes input string and converts it to encoded text using the encryption key. It returns any errors in the parameter “status” which can have the following values

0 Success

-1


Unable to open source

-2


Unable to open destination

-3


Key is less than 5 characters long

-4


Nothng found to encode or decode

-5


Validation failed (for operation COMPATE only)


DECRYPT

This routine decodes an encoded block of text. The parameters are identical to ENCRYPT. See ENCRYPT for a list of return values.

ENCRYPTF

Parameters

String

Input file



: INOUT

String

Output file



: INOUT

String

Encryption Key



: INOUT

Numeric

Status




: INOUT

Take a file and encodes it to a new filename. See encrypt for list of return values.

DECRYPTF

This decodes a file back to the original file. See encrypt for a list of return values.

COMPARE

Parameters

String

Input text



: INOUT

String

Text to compare



: INOUT

String

Encryption Key



: INOUT

Numeric

Status




: INOUT

This routine decodes the input text using the encryption key and then tests the decoded message against the text to compare. Return values are the same as ENCRYPT.

Sample calls from Uniface

Using encrypt

Variables

String

v_intext

String

v_outtext

String

v_key

Numeric

v_status

Endvariables

V_intext = “Text to be encoded”

V_outtext = “”

V_key = “My Encryption Key”

Activate “logic_encrypt”.encrypt(v_intext, v_outtext, v_key, v_status)

Call gp_check_act($procerror, “logic_encrypt.encrypt”)

Using Compare

Variables

String

v_intext

String

v_outtext

String

v_key

Numeric

v_status

Endvariables

V_intext = “a13ef2ed8cb”

V_outtext = “Password”

V_key = “My Encryption Key”

Activate “logic_encrypt”.compare(v_intext, v_outtext, v_key, v_status)

Call gp_check_act($procerror, “logic_encrypt.compare”)

Demonstration Program

The Uniface form ML23 allows the routines to be tested.  Its functionality is self-explanatory.
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Using COMPARE to protect passwords

Run the demonstration program, and encrypt the password you would like to protect.  When the users enters a password on a form, pass the compare routine the encrypted text, encryption key and password the user entered. The program will return zero if the user entered the password correctly.
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